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Recap: week 1

1. What is Machine Learning
2. Machine Learning Paradigms

3. Loss Functions

4. Optimization Methods




Machine Learning Pipeline
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Deep Neural Networks

A mostly complete chart of
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Feed-Forward Neural Networks

Feed-Forward Neural Networks (FNN)
Fully Connected Neural Networks (FCN)
Multilayer Perceptron (MLP) Ltk
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e The simplest neural network
* Fully-connected between layers
* For data that has NO temporal or spatial order

http://cs231n.stanford.edu/
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Convolutional Neural Networks
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Neurons in one flat layer Neurons in 3 dimensions

* Forimages or data with spatial order
e (Can stack up to >100 layers

http://cs231n.stanford.edu/
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Recurrent Neural Networks

Traditional RNN

-

y<t> — g2(Wyaa<t> 4 by) a<t> — gl(Waaa<t—1> 4+ Waxw<t> + ba)

https://stanford.edu/~shervine/teaching/cs-230/cheatsheet-recurrent-neural-networks




Transformers
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Transformer: a new type of DNNs based on attention
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Vaswani, Ashish, et al. "Attention is all you need." Advances in neural information processing systems 30 (2017)




Self-Attention Explained

Self-attention

iiiiiii

https://towardsdatascience.com/illustrated-self-attention-2d627e33b20a



CNN Explained

A brief history of CNNs:
LeNet, 1990s

« AlexNet, 2012

« ZF Net, 2013

= - GoogleNet, 2014

Bivizne « VGGNet, 2014

48 - ResNet, 2015

| « Inception V4, 2016

« ResNeXt, 2017

- VIT, 2021

RELU RELU ~ RELU RELU| RELU RELU
CONV lcow CONVl

Y

An Image is Worth 16x16 Words: Transformers for Image Recognition at Scale, ICLR 2021 http://cs231n.stanford.edu/
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Methodological Principles
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How to Understand Machine Learning
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Learning is the process of empirical
risk minimization (ERM)
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Learning Mechanism

O Training/Test Error/Accuracy O Prediction Confidence
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Explanation via observation: just plot!

Wang et al. Symmetric Cross Entropy for Robust Learning with Noisy Labels, ICCV 2019.




Learning Mechanism

O Parameter dynamics O Gradient dynamics
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Explanation via dynamics and information

TRADI: Tracking deep neural network weight distributions, ECCV 2020; Shwartz-Ziv R, Tishby N. Opening the

black box of deep neural networks via information[J]. arXiv:1703.00810, 2017.



Learning Mechanism

O Decision boundary, learning process visualization

s Epoch Learning rate Activation Regularization Regularization rate Problem type
»
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Explanation via dynamics and information

https://distill.pub/2020/grand-tour/ ( March 16, 2020 ) ; https://playground.tensorflow.org/
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Learning Mechanism

O Data influence/valuation: how a training sample impacts the learning outcome?
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Influence Function Data Shapley

Understanding Black-box Predictions via Influence Functions, ICML, 2018;

Pruthi G, Liu F, Kale S, et al. Estimating training data influence by tracing gradient descent. NeurIPS, 2020.
Data shapley: Equitable valuation of data for machine learning, ICML, 2019.




Influence Function

O How model parameter would change if a sample z is removed from the training set?

Bfr: 6., -6 b_, & arg mingee ) _,., L(z,0)

O How model parameter would change if z is upweighted by a small constant €?

R Cook, R. D. and Weisberg, S. Residuals
def dO . .

Top params (2) 2 _ _Hé—l VoL(z, é) H, def %Z?:l ng(zz',H) and influence in regression. New York:
de le=0 Chapman and Hall, 1982

O Removing sample z is equivalent to upweighting it by € = —rll

O(np? + p?)

A

FRLA : é—z -0 =~ _%Ztlp,params(z)

complexity=0(#samples*#02 + #63)

Understanding Black-box Predictions via Influence Functions, ICML, 2018;




Training Data Influence

O How model loss on zZ  would change if update on a sample z?

TracInldeal(z,2’) =), . _ l(w, 2') — (wiy1,2")

O First-order approximation of the above (assuming one step update is small)?

U(wig1,2") = L(we, 2') + VEUwe, 2') - (Wep1 — wi) + O([lwg1 — we|?)
Wiyl — Wy = —ne VL (wy, 2¢)

O Checkpoints store the interim updates

k
EFLA : TracInCP(z,2') = ZmVﬂ(wti, z) - Ve(wy,, 2")
i=1

Pruthi G, Liu F, Kale S, et al. Estimating training data influence by tracing gradient descent. NeurIPS, 2020



Understanding the Learned Model

O Deep features O Loss Landscape

40

20

t-SNE plot

Maaten et al. Visualizing data using t-SNE. JMLR, 2008.
https://distill.pub/2016/misread-tsne/?_ga=2.135835192.888864733.1531353600-1779571267.1531353600




Understanding the Learned Model

O Intermediate Layer Activation Map O Class-wise Patterns
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Activation/Attention Map One predictive pattern for each class

Li et al. Neural Attention Distillation: Erasing Backdoor Triggers from Deep Neural Network, ICLR 2021; Zhao et al. What do deep nets
learn? class-wise patterns revealed in the input space. arXiv:2101.06898 (2021).




What do deep nets learn?

“airplane” “automobile”  “bird”

| ==

CIFAR-10

Goal: understanding knowledge
learned by a model of a
particular class.

Method: Extract one single
pattern for one class, then what
this pattern would be?

ImageNet

Other considerations: we need
to do this in pixel space, as they
are more interpretable
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Zhao, Shihao, et al. "What do deep nets learn? class-wise patterns revealed in the input space." arXiv:2101.06898 (2021). §




How to Find the Class-wise Pattern
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Patterns extracted on different canvases (red rectangles)




Class-wise Patterns Revealed
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“deer”

Patterns extracted on original, non-robust, robust CIFAR-
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Inference Mechanism

O Guided Backpropagation O Class Activation Map (Grad-CAM)

Grad-CAM

N
3 S

A group of people flying kites on a beach
Grad-CAM

(a) Original Image (b) Guided Backprop ‘Cat’

A man is sitting at a table with a pizza

Selvaraju et al. Grad-cam: Visual explanations from deep networks via gradient-based localization. ICCV 2017.
Springenberg et al. Striving for Simplicity: The All Convolutional Net, ICLR 2015.




Guided Backpropagation
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Springenberg et al. Striving for Simplicity: The All Convolutional Net, ICLR 2015.
https://medium.com/@chinesh4/generalized-way-of-interpreting-cnns-a7d1b0178709




Class Activation Mapping (CAM)

GAP: Global Average Pooling

l
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Zhou et al. Learning Deep Features for Discriminative Localization. CVPR, 2016.
https://medium.com/@chinesh4/generalized-way-of-interpreting-cnns-a7d1b0178709




Grad-CAM

Grad-CAM is a generalization of CAM

global average pooling

. 1 < oy~ y¢ . logits of class c (before softmax)
Compute neuron importance: ¢ — —7 —
P P X 7 Z Z 9AF. A¥ : k-th channel activation map
i g ]
N——
gradients via backprop
. ° . C . C k
Weighted combination of LGrag.cam = ReLU (Z arA )
activation map, then interpolation: k

\ . 7
v

linear combination

B. Zhou, A. Khosla, L. A., A. Oliva, and A. Torralba. Learning Deep Features for Discriminative Localization. In CVPR,
2016; https://medium.com/@chinesh4/generalized-way-of-interpreting-cnns-a7d1b0178709
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LIME

O Local Interpretable Model-agnostic Explanations (LIME)

/;HU Explainer V
weight (LIME)

sneeze

§(z) = argmin  L(f, g, 7z) + Q(g)

headache | headache | geG
no fatigue no fatigue
age

Model Data and Prediction Explanation Human makes decision

L(fgmas)= > ma(2) (f(2) — 9(z))"

z,2'€Z
e m, . local neighborhood of x
z . sampled neighbor points
g . explainer e.g a linear model
K o _ L z' . a binary vector for interpretable
(a) Original Image (b) Explaining Electric guitar (c) Explaining Acoustic guitar  (d) Explaining Labrador represe ntation(e.g. P atch)

Ribeiro et al. “"Why should i trust you?” Explaining the predictions of any classifier. “ SIGKDD, 2016.
https://github.com/marcotcr/lime




Integrated Gradients

Original image Top label and score Integrated gradients Gradients at image

t.,nL W
: i)
P

R

Top label: reflex camera
Score: 0.993755

1 , /
IntegratedGrads,(z) ::= (z; _x:) x /_0 OF (z +gx><i(x—m D div

Top label: fireboat
Score: 0.999961

* Thereisapath: x; — x;

* Traverse the path using

Top label: school bus
Score: 0.997033

* Integrate the gradients along the way

Top label: mosque

Score: 0.999127

Sundararajan M, Taly A, Yan Q. Axiomatic attribution for deep networks, ICML, 2017.
https://github.com/TianhongDai/integrated-gradient-pytorch




Cognitive Distillation

Which samples are
backdoored?

Huang et al. Distilling Cognitive Backdoor Patterns within an Image, ICLR 2023



Useful and non-useful features

« Useful features:

> highly correlated with the true label in expectation, so
o If removed, prediction change
o Backdoor trigger is a useful feature

« Non-useful features:

> not correlated with prediction
o If removed, prediction does not change

llyas, Andrew, et al. "Adversarial examples are not bugs, they are features.” NeurlPS 2019



Cognitive Distillation

Objective: distill the minimal essence of useful features

argmin|| fo(x) — fo(Zep)ll; + aflml; + BTV (m)

m

Top =OmM+(1—m)©4




Cognitive Distillation

Total Variation
Model Loss

arg min|| fo () — fo(zep) |, + allmll, + BTV (m)

Cognitive Original image  Mask  Random noise
Pattern vector




Distilled patterns on backdoored samples
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How to Verify Cognitive Patterns are Essential

Construct simplified backdoor patterns:

Backdoored
Image

|

T, =mQexpyy+ (1 —m)Ox,

| |

Binarized mask Original image
{0,1}




Backdoor Patterns Can Be Made Simpler
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Backdoor Patterns Can Be Made Simpler
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Simplified backdoor patterns also work!




L1 Norm Distribution of the Distilled Mask
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Detect Backdoor Samples

« Attacks: 12 backdoor attacks

« Models : ResNet-18, Pre-Activation ResNet-101, MobileNet v2, VGG-
16, Inception, EfficientNet-b0

- Datasets: CIFAR-10 / GTSRB / ImageNet subset
« Evaluation metric: area under the ROC curve (AUROCQ)
« Detection baselines:

« Anti-Backdoor Learning (ABL) [2]
 Activation Clustering (AC) [3]

* Frequency [4]

« STRIP [5]

« Spectral Signatures [6]

« CD-L (logits layer) and CD-F (last activation layer)




Superb Detection Performance

Table 1: The detection AUROC (%) of our CD method and the baselines against 12 backdoor attacks
(poisoning rate 5%) on the training/test set. The results are averaged across the 6 models (VGG-16,

RN-18, PARN-101, MobileV2, GoogLeNet, and EfficientNet-b0). The best results are in bold.

Dataset Attack ABL AC Frequency STRIP SS CD-L CD-F

BadNets | 85.64/- 77.57/74.63  92.32/91.59 97.89/97.66 62.89/45.50 | 94.03/94.72 88.89/89.88

Blend 88.17/-  76.23/65.93  80.67/79.40 84.55/83.02 51.63/40.52 | 93.47/93.44 92.30/92.41

CL 90.86/-  70.06/25.68  98.85/91.59 97.27/96.04 40.78/39.02 | 98.75/85.31 93.48/80.31

DFST 89.10/- 80.45/86.97  87.62/87.34  58.08/58.51 56.34/40.69 88.96/89.80 82.54/82.68

Dynamic | 87.97/-  77.83/77.07  97.82/97.58 91.49/89.75  66.49/50.91 97.97/97.85 94.89/94.76

CIFAR10 FC 86.61/-  83.99/88.74  98.65/98.11 79.84/76.97 63.62/64.62 | 99.17/98.22 94.46/95.12

SIG 97.42/-  84.40/56.91  62.95/56.46 81.68/57.44 58.90/52.70 | 96.91/90.90 96.09/93.17

Smooth | 79.53/-  82.11/76.48  51.32/47.84 58.52/55.81 70.24/51.14 | 91.09/89.03 82.05/81.91

Nashville | 76.12/-  89.26/76.11  70.53/67.71 51.62/48.30 80.48/60.62 | 98.10/97.34 95.28/94.26

Trojan 85.96/-  69.59/71.58  93.82/93.36  91.85/92.14 59.18/45.04 | 96.91/96.72 91.16/91.88

WalNet 56.66/- 70.96/69.86  96.31/96.65 84.98/84.64  71.59/57.27 95.69/96.08 86.60/88.43

GTSRB BadNets | 67.78/-  98.21/72.79 - 57.26/59.59 69.97/72.86 | 99.28/99.14 99.59/99.66
ImageNet BadNets | 83.40/- 95.75/100.00 - 96.05/95.84  99.73/9.20 | 100.00/100.00 100.00/100.00

ISSBA | 96.99/- 100.00/80.29 - 70.37/68.73  42.22/56.31 | 100.00/99.99 99.97/99.89

Average - 83.61/-  82.60/73.21  84.62/82.51 78.61/75.96  63.83/49.58 96.45/94.90 92.66/91.74
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Discover Biases in Facial Recognition Models

CelebA dataset:

40 binary facial attributes (gender, bald, and hair
color)

« Known bias between genderand blond hair

» Apply €D in the same way as backdoor detection
« Select subset of samples with low L1 norm
« Examine attributes of the subset

 Calculate distribution shift between subset and
the full dataset

Liu, Ziwei, et al. “Deep Learning Face Attributes in the Wild.” ICCV 2015.



Discover Biases in Facial Recognition Models
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Masks distilled for predicting each attribute
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Discover Biases in Facial Recognition Models
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Generalization Mechanism

Deep Learning Theory

O Convergence

flx)

Convex (Linear model) Nonconvex (DNN) Saddle point

O Generalization

ML)
mmp ‘Cat’ é -
7))

Training time Test time

‘Cat’?

optimal capacity

Traditional theory: simpler model is better, more data is better




Generalization Theory

O Components of Generalization Error Bounds

errp(h) < ertg(h) + R(H) + \/%

generalization empirical hypothesis confidence ~Se=
error error class sample size mEmm
M L= -]
complexity -
R B3 B B
Eg‘ﬁﬁ
B B ER
RHS: for all terms, the lower the better: ™
* small training error -
Ed
* simpler model class m e
* more samples gt
e less confidence

https://www.cs.cmu.edu/~ninamf/ML11/lect1117.pdf; https://www.youtube.com/watch?v=zlqgQ7VRba2Y




Generalization Theory

O Small training error # low generalization error

2.5 ; ; . 4.0 : , ; ; 1.0
m—a true labels =—a |nception 31| M ————————————————
2.0t o—o random labels |- 351 o= AlexNet 0.8
S —
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v SO £ 2.0 S04
® E - : =—a |nception
0.5 ! 0.3 o—o AlexNet
0.2 #=—t  MLP 1x512 |
0.0 1.0 ' - . 0.1 - . - .
0 5 10 \15 20 _“25 00 02 04 06 08 1.0 00 02 04 06 08 10
thousand steps label corruption label corruption
(a) learning curves (b) convergence slowdown (c) generalization error growth

Zero training error was achieved on purely random labels (meaningless learning)
* O training error vs. 0.9 test error

Zhang et al. Understanding deep learning requires rethinking generalization. ICLR 2017.




List of Existing Theories

« Rademacher Complexity bounds (Bartlett et al. 2017)
« PAC-Bayes bounds (Dziugaite and Roy 2017)
 Information bottleneck (Tishby and Zaslavsky 2015)

« Neural tangent kernel/Lazy training (Jacot et al. 2018)
« Mean-field analysis (Chizat and Bach 2018)

« Doule Descent (Belkin et al. 2019)

« Entropy SGD (Chaudhari et al. 2019)

A few interesting questions:
» Should we consider the role of data in generalization analysis?
» Should representation quality appear in the generalization bound?
» Generalization is about math (the function of the model) or knowledge?

https://www.youtube.com/watch?v=zlqgQ7VRba2Y




How to visualize generalization?

O Existing approaches
 test error
« Visualization: loss landscape, prediction attribution, etc.
« Training -> test: distribution shift, out-of-distribution analysis
« Noisy labels in test data — questioning data quality and reliable evaluation

O The remaining questions:
O how generalization happens?
O Math # Knowledge
O Computation = finding patterns or understanding the underlying
knowledge
O What is the relation of computational generalization to human
behavior?




Cognitive Mechanism

1. Contrastive pre-training 2. Create dataset classifier from label text :i @ !
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OpenAl reveals the multimodal neurons in CLIP

https://openai.com/blog/multimodal-neurons/; https://openai.com/blog/clip/




Cognitive Mechanism

colour match shape match

shape match = prob means
shape bias

cognitive psychology inspired evaluation of DNNs

Ritter et al. Cognitive Psychology for Deep Neural Networks: A Shape Bias Case Study, ICML, 2017




Cognitive Mechanism

Article: Super Bowl 50

Paragraph: “Peython Manning became the first quarterback
ever to lead two different teams to multiple Super Bowls. He
is also the oldest quarterback ever to play in a Super Bowl
at age 39. The past record was held by John Elway, who
led the Broncos to victory in Super Bowl XXXIIl at age 38
and is currently Denver’s Executive Vice President of Foot-
ball Operations and General Manager. Quarterback Jeff
Dean had a jersey number 37 in Champ Bowl XXXIV."”

Question: “What is the name of the quarterback who was
38 in Super Bowl XXXI1I?"

Original Prediction: John Elway

Prediction under adversary: Jeff Dean

Task for DNN Caption image Recognise object Recognise pneumonia Answer question

Problem Describes green Hallucinates teapot if cer-  Fails on scans from Changes answer if irrelevant
hillside as grazing sheep tain patterns are present new hospitals information is added

Shortcut Uses background to Uses features irrecogni- Looks at hospital token, Only looks at last sentence and
recognise primary object sable to humans not lung ignores context

Deep neural networks solve problems by taking shortcuts

Geirhos, Robert, et al. "Shortcut learning in deep neural networks." Nature Machine Intelligence 2.11 (2020): 665-673.




Cognitive Mechanism

A Elephant Shorts Bird Tank Camel Leg Rhlno Wrench B
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= L (500ms/100ms) Test Image
Bear Gmtar Fork  Zebra Hammer Pen  Hanger House (100ms) Choice Screen
- v (1000ms)

n=1472 human subjects n=5 monkey subjects

Human Behavior (Mechanical Turk) Monkey Behavior (Monkey-Turk)

Gun Calculator Table Truck Spider Dog Watch

Linear classifier

|
Output Class

Feature
Probability

A Representation

Input Image

Model Behavior

Behavioral Prediction Task: Human vs. Monkey vs. Deep Nets

Rajalingham, Rishi, et al. “Large-scale, high-resolution comparison of the core visual object recognition behavior of humans, monkeys, and state-
of-the-art deep artificial neural networks.” Journal of Neuroscience 38.33 (2018): 7255-7269. Rajalingham, Rishi, Kailyn Schmidt, and James J.
DiCarlo. "Comparison of object recognition behavior in human and monkey." Journal of Neuroscience 35.35 (2015): 12127-12136.




NLP Knowledge Neurons

« Knowledge extraction/distillation
« Knowledge understanding
 Knowledge update

« Knowledge erasing

Common belief:

The FFN of a Transformer stores knowledge
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Dai, Damai, et al. "Knowledge neurons in pretrained transformers." arXiv:2104.08696 (2021).



FudanNLP TextFlint

CHOOSE AN INPUT IMAGE E

These visualizations, however, omit a crucial piece of information: the magnitude of the

activations. By scaling the area of each cell by the magnitude of the activation vector, we can
indicate how strongly the network detected features at that position:
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https://distill.pub/2018/building-blocks/



https://distill.pub/2018/building-blocks/

FudanNLP TextFlint
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https://textflint.github.io/; https://github.com/textflint/textflint
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https://textflint.github.io/
https://github.com/textflint/textflint

What is Missing

Many theoretical work or interpretation tools have been proposed

Yet, we don’t have an all-in-one system to explain everything.
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FEE{SAIEX (OpenTAl)

%> OpenTAl
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Super Bowl 50 was an American football game to determine the champion of the National Football League (NFL) for the 2015 season. SHAXAIRBILER BEAE v
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Which NFL team represented the AFC at Super Bowl 50?

Super Bowl 50 was an American football game to determine the champion of the National Football League (NFL) for the 2015 season. ﬁﬂlﬁﬁ
The American Football Conference (AFC) champion Denver Broncos defeated the National Football Conference (NFC) champion
Carolina Panthers 24-10 to earn their third Super Bowl title. The game was played on February 7, 2016, at Levi's Stadium in the Sa
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A little bit more on: Common Robustness

O Texture bias

O Robustness to common corruptions




Texture bias

Fraction of 'shape' decisions
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Geirhos, Robert, et al. "ImageNet-trained CNNs are biased towards texture; increasing shape bias improves

accuracy and robustness." /CLR, 2019.



Common Corruptions

Brightness

Brightness Contrast Elastic Pixelate JPEG

ImageNet-C:
O 15 types of noise
O 5 severity levels

ImageNet-P:
O 10 types of perturbation

Current solution: Data augmentation vs. Adversarial Training

Hendrycks&Dietterich. “Benchmarking Neural Network Robustness to Common Corruptions and Perturbations.” ICLR, 2019.
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